is anyone there to help us? we still want to have a conversation with someone but only if it is with

We gave you the price. It is reasonable and offensive. g
HIDE 4daysago v ¥

Once again, we examined all financial documents, bank statements for the last

someone who is going to be professional

huh? offensive?

And came to the conclusion that you are ex
calculated your possible losses from lawsuits both your staff and your students for the

lukagooﬂhﬂf data. These fines will well exceed $ 30 millions. We are not talking about

the loss of reputation, which in our opinion costs much more.

sir, we dont have a financial condition. you did not attack a business or a company. this is a state-
funded school. our salaries are paid by taxing the people that live in the state. we do not sell

products or receive revenue like a company

maybe you have us confused with someone else, because our files should clearly show you this

4 da

One more time, we examined all previously and offer a realistic price to you.

HIDE

sir please you are not hearing me. this is NOT a business with profits. we operate much like a
charity operates. you know how a charity only runs on donations? it is similar to us. we are not a
charity, but we are a school that is donated a limited amount of money by the government every
year with all spending decided on before we spend it

One more time, we examined your finance.

then give a real price, not 15 million or 30 or 40 million. i am not asking for a discount, i am asking
you to review the correct documents and give a new, correct price based on reality. then i will know

you are treating this as a professional

We know that it is realistic price for you. W,
HIDE 4daysago v

what makes you think this? i am trying my hardest to explain why you have the wrong information

if you cannot listen to me and admit you gave the w

rong price to start, then we have nothing more

to discuss which is disappointing because we did want to reach some kind of agreement

We wrote you previously. We examined your financial statements.
HIDE 4daysago v

Do not waste our time. We are starting to create your profile on our web site and upload private

data on it. We could not wait forever.

HIDE

Your data uploaded and ready to be published:

]

year, insurance.
ngnboutyourpoorﬁmialcondiﬁon We also

Adaysago v

4daysago v

d4daysago v

4daysago v
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Average security automation deployment by industry
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Attacks on the
Hospitality
Industry (2020)

Hospitality Industry
Environments Compromised

2020 Trustwave Global Security Report | Trustwave
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Types of Attacks in Hospitality Industry (%)

Ransom

Financial
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commerce)

User
Credentials
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https://www.trustwave.com/en-us/resources/library/documents/2020-trustwave-global-security-report/#:~:text=The%202020%20Trustwave%20Global%20Security%20Report%20is%20a,phenomena%2C%20trends%20and%20statistics%20that%20are%20shaping%20cybersecurity.

Corporate/Internal Network

2% 2%

E-Commerce

64% Phishing/SE

4%
1%
9%
2%
6%
2%
2%

Application Exploit
Malicious Insider
Weak password
Code Injection
Service Provider
Credential Stuffing
Other

Phishing/SE
Application Exploit
Malicious Insider
Weak password
Credential Stuffing
Other

8% Phishing/SE

25% Application Exploit
17% Malicious Insider
33% Code Injection
17% Other

75% Phishing/SE
25% Service Provider

2020 Trustwave Global Security Report | Trustwave

Sources of

Compromise
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CONTI recovery service
HOW | GOT HERE?

If you are looking at this page right now, that means that your network was succesfully breached by CONTI team,
All of your files, databaoses, application files etc were encrypted with military-grade algorithms.

If you are looking for a free decryption tool right now - there's none.

Antivirus labs, researches, security solution providers, law agencies wont help you to decrypt the data.

RANSOMWARE



By the numbers

(RI 2021) B OB 5

O
g

Average downtime Average days it takes Victims paid in The average payment
due to ransomware a business to fully ransom in 2020 in 2020 —a 171%
attacks? recover from an attack® — a 311% increase increase compared
(Em ft) over the prior year* to 2019°

( nalysis)

In 2020, nearly

U.S.-based governments,
2 ‘I 0 0 healthcare facilities, and schools
| | were victims of ransomware

Institute for Security and Technology (IST) » Ransomware Task Force (RTF)



https://securityandtechnology.org/ransomwaretaskforce/

Terms

m Ransomware

m Acyber attack whereby a victim’s data is encrypted and/or stolen with the intent of holding said
data hostage for financial or other blackmail purposes

m Short-term for the ransomware encryptor software

m Ransomware Encryptor - the software used to encrypt/decrypt and/or extract data from a
victim

m Ransomware as a Service (Raa$S) - the business service of ransomware whereby different
groups are responsible for different components of a ransomware attack thereby significantly
reducing the barrier to entry for criminals

10



Payment will be raised on
5162017 00:47:55

m

Your files will be lost on

5202017 00:47:55

Time Left
-

T R e dm
Hoas g .iw 8 .

aa . LR |

étnn kdr.'m
How 1o by bitcons ?

Contact Us

Wana DecryptOr 2.0

What 1s a
Ransomware Attack?

Ooops, your files have been encrypted!
What Happened to My Computer?

ortant files are en !

VO 25 and other files
sible because they have been encrypt you are busy looking for a way to

ywer your files, but do not waste your time. Nobody can recover your files without

are no longer

1) Files are encrypted

ryptio

our dec ervice.
Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have

and held for ransom

not so enough time

2) Backups are deleted

How Do I Pay?

Payment is accepted in Bitcoin o

i . Send $300 worth of bitcoin to this address:
bitcoin

ACCEPTED HERE

12t9YDPgwueZ9NyMgw519p7AABisjré SMw




Data Exfil Trends

80%

70%
60%

50%

4,0%

30%

20%

10%

0%

Q4 2019 Q3 2020 Q4 2020

B Exfil/Paid  ® Exfil/Did not Pay

“Ransomware Payments Decline in Q4 2020 (coveware.com)
The Marriage of Data Exfiltration and Ransomware (coveware.com)
Ransomware Gangs Now Outing Victim Businesses That Don’t Pay Up — Krebs on Security

What 1s a
Ransomware Attack?

1) Files are encrypted
and held for ransom

2) Backups are deleted

3) Files are exfiltrated

and held hostage



https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020
https://www.coveware.com/blog/marriage-ransomware-data-breach
https://krebsonsecurity.com/2019/12/ransomware-gangs-now-outing-victim-businesses-that-dont-pay-up/

If you get Attacked...

Direct Costs

2013 - ~$1K to decrypt
2015 - ~$20K
2021- $100K to $10M

Average Ransom Payment

$220,298

+43% from Q4 2020

Median Ransom Payment

$78,398

+59% from Q4 2020

Ransom Payments By Quarter

== Average Ransom Payment == Median Ransom Payment

$250,000.00
$200,000.00
$150,000.00
$100,000.00

$50,000.00

$0.00
Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2018 2018 2019 2019 2019 2019 2020 2020 2020 2020

@ COVEWARE



https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020
https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound

If you get Attacked...

Indirect Costs

Q4 2020 — 21 days average
downtime

Average Downtime by Quarter
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https://www.coveware.com/blog/2019/7/15/ransomware-amounts-rise-3x-in-q2-as-ryuk-amp-sodinokibi-spread
https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020

If you get Attacked...

Long Term
Considerations

* If the attacker gained access to encrypt, you should
assume:

— They have access to the data on the encrypted machines
and have stored an external copy (exfilled)

— They have left additional backdoors to re-access your
systems at will

* If the attacker has copied your data, you should assume:

— They will continue to have a copy of the data (even if they
state you will delete the data) and are able to blackmail
you for the data any time in the future

15



]

PRE-EXPLOIT

LE2S

Recon Dev/Test Sales/ Infrastructure
Resales  Setup & Ops

I

PRE-EVENT

Ransomware as a Service

POST-EXPLOIT
Ik} g

Initital Ransomware Recovery
access Live

POST-EVENT

Source: World Economic Forum’s Partnership against Cybercrime in collaboration with Accenture

The Developer

Develops and licenses the malware
for fixed fee/share of payment

The Affiliate

Executes the attack, collects the ransom,
exploits the victim, brokers the funds

16
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Pattern — Human Operated Ransomware

ENTER ENVIRONMENT

Attacker gains access

to organization

B Client Attacks
s = Email, Credential, Browser, etc.

Logon with legit creds

Datacenter Attacks
RDP, SSH, Server, App, etc.

E.
-

3

Ransomware actors sometimes buy
access to target organizations from
other attackers in dark markets

Human-operated ransomware | Microsoft Docs

TRAVERSE & SPREAD

EXECUTE OBJECTIVES

Attacker gains administrative
access to organization

>4 Credential Theft ~~

&4

\
1
1
1

U

4
po Malware Installation &

Human Attack Operator(s)
Assisted by scripts and malware

Encryption
Lock up Data

Extortion
Demand Money

Exfiltration
Steal Data

D

- -

Sabotage Backup/Recovery
Establish persistence



https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware

Pattern — Human Operated Ransomware

ENTER ENVIRONMENT TRAVERSE & SPREAD EXECUTE OBJECTIVES

Attacker gains access Atacker gains administrative
‘ta organization access ta organization

Encryption
B Client Attacks l.ulm:u

WREE Emoil, Credentiol, Browser, efc.
Credential Theft -
Logon with legit cre \
- g! E A e Malware Installation

Extortion
Demand Money

.A Human Attack Operator(s) >

ipts and malware

DEFENSE
IN DEPTH




Pattern — Human Operated Ransomware

ENTER ENVIRONMENT

Attacker ¢

B Client Attacks
s = Email, Credential, Browser, etc.

Logon with legit creds

| E Datacenter Attacks
En RDP, SSH, Server, App, etc.

: Ransomware actors sometimes buy
access to target organizations from
other attackers in dark markets

Human-operated ransomware | Microsoft Docs



https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware

Phishing Attacks

* Be wary of emails from external addresses (Gmail.com,
Aol.com, RR.Com, Lycos.com, etc)

BEC Type Typical Subject Lines Description

r Payment or

— * Email Defenses:
Gift Cards Meed yvour help

 for exar — Lock down inbound traffic — particularly with
Scammer then redeerr

attachments (.vbs, .js, .cpl, .chm, .Ink, etc)

Payroll Change

asks HR staff

for salary

— Block/flag Macros from executing
Typical Subject Lines

PhonaNumbsr | Hello [parson] 0. — Ensure anti-spoofing technologies deployed

Quick Request

— Educate your employees!

Altered Invoice Var

2020 Trustwave Global Security Report



Have a Defense
Mindset

Be Wary of Links

http://www.ThisAppearsToBeGood.com/

This appears to be a good site

Emails from “management” on policies (e.g., with pdfs
containing malware, links, or files with macros)

Photos of complaint evidence (with a link or embedded
malware)

“Please can | use the computer, | lost my passport and phone...”

24


http://www.butreallyitisbad.com/
http://www.butreallyitisbad.com/

P}”Otect yo ur * Use multi-factor authentication on all accounts—

particularly administrators

ACCO u’nts  NEVER share accounts

* Apply least-privilege policy to all accounts

“Coveware has NEVER seen a ransomware attack, where domain administrator
credentials were compromised after multifactor authentication (mobile, not token

based) was overcome. 100% of ransomware attack victims LACK true multi factor
authentication for the domain administration accounts.”

Take the Advice of Ransomware Actors: Prevent Escalation and Lateral Movement (coveware.com)

25


https://www.coveware.com/blog/2021/6/24/what-we-can-learn-from-ransomware-actor-security-reports

Strong Multi-Factor Authentication

The best options aren't that difficult

9 o i
Authenticator Windows FIDO2
app Hello Key

(™ v/ v/

o

Passwordless
Legend
B Dependencies (iéi) Phone Carrier ff Wi-fi ".ﬁ. Mobile OS notifications = Hardware support required
@ Risks # Channel Jacking {% Real-time phishing +/ Only susceptible to hardware attacks

Human-operated ransomware | Microsoft Docs



https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware

-

Step 1 - get the app

(as a note: this can be used for
both your business and
personal accounts)



Cyber Hyglene * Patch operating system and software

* Ensure security features are active and up-to-date
— Antivirus or better

— Secure network access
*  Wifi WPA3 encryption
* MACAddress White-Listing

* Lock down unnecessary comms including
disabling/securing:

— Remote Desktop Protocol (RDP)

Description

Equation Editor = Microsoft Office Memory Corruption — Inte rnal Server Message BlOCk (SM B) V1/V2

Vulnerability

Equation Editor - Microsoft Office Memory Corruptior
Cimapiiy >~ Mierosot Offce Memory Corupto ~ Block all external SMB

OLE Remote Code Execution Vulnerability

Microsoft Office/WordPad Remote Code Execution
Vulnerability

Microsoft Office Memory Corruption Vulnerability

MSCOMCTL.OCX RCE Vulnerability

Top email malware exploits in 2019 (Trustwave, 2020)


https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C_.pdf
https://us-cert.cisa.gov/ncas/tips/ST04-003
https://us-cert.cisa.gov/ncas/tips/ST05-003

Pattern — Human Operated Ransomware
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zation
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https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware

Prevent Lateral
movement and
privilege escalation

Internal Only

E
=3

Minimize administrator access to devices
Minimize number of administrators

Disable command-line and scripting from systems
Secure domain controllers

Segment your network logically and physically

Externally Accessible

30



The cybersecurity bell curve:
Basic security hygiene still protects

against 98% of attacks

|
1% Outlier attacks

Utilize Apply least

antimalware

privilege access

98%

protection

Enable multifactor
authentication

Keep versions
up to date

Protect data

|
1% Outlier attacks

Enable multifactor authentication
Make it harder for bad actors to utilize
stolen or phished credentials by
enabling multifactor authentication.
Always authenticate and authorize
based on all available data points,
including user identity, location, device
health, service or workload, data

classification, and anomalies.

Apply least privilege access

Prevent attackers from spreading
across the network by applying least
privilege access principles, which limits
user access with just-in-time and just-
enough-access (JIT/JEA), risk-based
adaptive polices, and data protection to

help secure both data and productivity.

FY21 Microsoft Digital Defense Report

Keep up to date

Mitigate the risk of software vulnerabilities
by ensuring your organization’s devices,
infrastructure, and applications are kept
up to date and correctly configured.
Endpoint management solutions allow
policies to be pushed to machines

for correct configuration and ensure

systems are running the latest versions.

Utilize antimalware

Stop malware attacks from executing
by installing and enabling antimalware
solutions on endpoints and devices.
Utilize cloud-connected antimalware
services for the most current and

accurate detection capabilities.

Protect data

Know where your sensitive data is
stored and who has access. Implement
information protection best practices
such as applying sensitivity labels and
data loss prevention policies. If a breach
does occur, it's critical that security
teams know where the most sensitive
data is stored and accessed.


https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWMFIi

Pattern — Human Operated Ransomware

Human-operated ransomware | Microsoft Docs

EXECUTE OBJECTIVES

administrative
ganization

Encryption

Lock up Data

Exfiltration Extortion
Steal Data Demand Money

» Sabotage Backup/Recovery
+ Establish persistence



https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware

Recovery

Secure Backups
— MFA for any backup modification/deletion
— Offline but accessible

— Immutable storage if possible

Ensure you have a strong backup recovery plan

— Ensure the backup recovery key is not on the
network

— How long will it take you to access and recover if
needed?




Note from a non-affiliated Ransomiware
How we penetrated your network AttaCker

First carried out a phishing attack
The input machine was [redacted]\[redacted]
then we get information from it:

Vnc: [IP apd port redacted], [redacted]

sowser v OUF wishes:

1 Allocate all important servers to workgroups

: . 1 buy normal antivirus, Carbon Black

e son Ot only on [domains redacted], etc. but also on [domain redacted]

having dom

weree : All external connections only through 2-factor gythentification

[domain rec

‘onanie Close SMBv2

.. ..., Organize data exchange through closed FTP
and oot he RE@duce the number of domain admins

[domain rec

domain = CANGE passwords every 2 weeks
o they will not light up in mimikatz and password hashes will not be bruted

soincided
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Take the Advice of Ransomware Actors: Prevent Escalation and Lateral Movement
(coveware.com)



https://www.coveware.com/blog/2021/6/24/what-we-can-learn-from-ransomware-actor-security-reports

October 13, 2021 World
4:24 PM MDT
Last Updated 3 days

Russia excluded from

O G O O 30-country meeting to

S ME D fight ransomware and
NE WS cyber crime

vy I @

(D 7 Comments
Just as in the Marvel Universe, a ransomware group that goes by the name “Ragnarok”
caused catastrophic harm and ended in a snap.

em‘eymsurcymuuntwqult?

Aug 2021 - Ragnarok, Ziggy, Avaddon, SynAck, Fonix _ x|
All released their decryption tools and neutralized their attacks

© Provided by The Daily Beast P}


https://www.reuters.com/world/russia-excluded-30-country-meeting-fight-ransomware-cyber-crime-2021-10-13/

Summary

* Ransomware is and will continue to be a major
threat to the world

* The attacks are becoming more sophisticated,
but so are the defenses

* Proactive defense is significantly more cost-
effective than extortion




Additional
References

FY21 Microsoft Digital Defense Report

2020 Trustwave Global Security Report

Use passwordless authentication to improve security -

Microsoft Security

2021-06-09-HRG-Testimony Carmakal.pdf (house.gov)

Uncensored Interview with REvil / Sodinokibi

Ransomware Operators — Cyble

| atest Ransomware News and Trends (coveware.com)

Parents were at the end of their chain — then

ransomware hit (nbcnews.com)
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https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWMFIi
https://www.microsoft.com/en-us/security/business/identity-access-management/passwordless-authentication/?ef_id=31051eaa78ae1a98baa47fc65215bcc2:G:s&OCID=AID2200938_SEM_31051eaa78ae1a98baa47fc65215bcc2:G:s&msclkid=31051eaa78ae1a98baa47fc65215bcc2
https://homeland.house.gov/imo/media/doc/2021-06-09-HRG-Testimony%20Carmakal.pdf
https://blog.cyble.com/2021/07/03/uncensored-interview-with-revil-sodinokibi-ransomware-operators/
https://www.coveware.com/ransomware-blog
https://www.nbcnews.com/tech/security/parents-end-chain-ransomware-hit-rcna646

TO PAY OR NOT
TO PAY?




Considerations
on whether to

pay?

Charles Carmakal, SVP & CTO, Fireye/Mandiant
Congressional Testimony July 20, 2021

How quickly can you recover your systems and data on
your own?

How reliable is the threat actor?

Did the threat actor steal data before they deployed
their encryptors? How sensitive is the data that they
stole?

Does the threat actor still have active access to your
network?

Will cybersecurity insurance cover the claim?

s the threat actor sanctioned by the US Department of
Treasury?
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https://homeland.house.gov/imo/media/doc/2021-06-09-HRG-Testimony%20Carmakal.pdf

What happens I/f * Many times, but not always:

you pay?

Threat actors usually deploy multiple backdoors within
victim environment

Many threat actors provide working decryption tools when
they are paid

Many threat actors do not publish stolen data when they
are paid

Many threat actors don’t recompromise entities that paid
them

* BUT... you MUST assume they have continued access to
your environment and that they retained the data they
stole...

Charles Carmakal, SVP & CTO, Fireye/Mandiant
Congressional Testimony July 20, 2021

40


https://homeland.house.gov/imo/media/doc/2021-06-09-HRG-Testimony%20Carmakal.pdf

OU@]"U ey * Cybersecurity Landscape - 2021

* Ransomware in-depth
— Purpose
— Actors

— How an attack occurs

* How to protect your business

Cyber-Readiness and Ransomware - Risk Management, Preparation, and Critical Actions for Disruption in the lodging
industry: Learn about the cyber and ransomware threats relevant to your hotel or resort and how to be ready if your
hotel is breached. Learn the latest insights about the importance of assessing risk from ransomware and cyber-
attacks, how to be ready if your business is disrupted, and how cyber security readiness touches everyone.

* Trends in the cyber security environment and how this impacts the commercial marketplace particularly focusing
on Ransomware

 What is the broader definition of Cyber and Ransomware?
* Learn about the importance of assessing risk at your hotel from ransomware and cyber-attacks, how to be ready if

your business is disrupted, and how cyber — ransomware security readiness touches everyone and the steps to
create your own hotel Cyber-Ransomware Readiness plan.

* Learn about best practices for securing your hotel and your customers and get resources
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Chat between
Ransomware

Attackers and a
School District

is anyone there to help us? we still want to have a conversation with someone but only if it is with
someone who is going to be professional

We gave you the price. It is reasonable and offensive. g\
HIDE 4daysago v 3/

huh? offensive?

Once again, we examined all financial documents, bank statements for the last year, insurance.

And came to the conclusion that you are ex: ing about your poor financial condition. We also
calculated your possible losses from lawsuits both your staff and your students for the
leakage of their personal data. These fines will well exceed $ 30 millions. We are not talking about

the loss of reputation, which in our opinion costs much more.
3

Adaysago v

sir, we dont have a financial condition. you did not attack a business or a company. this is a state-
funded school. our salaries are paid by taxing the people that live in the state. we do not sell
products or receive revenue like a company

maybe you have us confused with someone else, because our files should clearly show you this

4 days aQ

One more time, we examined all previously and offer a realistic price to you. Y=\
HIDE 4dasage v ANVY

sir please you are not hearing me. this is NOT a business with profits. we operate much like a
charity operates. you know how a charity only runs on donations? it is similar to us. we are not a
charity, but we are a school that is donated a limited amount of money by the government every
year with all spending decided on before we spend it

One more time, we examined your finance. YWen
HIDE ddaysage v ANV Y

then give a real price, not 15 million or 30 or 40 million. i am not asking for a discount, i am asking
you to review the correct documents and give a new, correct price based on reality. then i will know
you are treating this as a professional

We know that it is realistic price for you. Yeey
HIDE sdaysago v AV Y

what makes you think this? i am trying my hardest to explain why you have the wrong information
if you cannot listen to me and admit you gave the wrong price to start, then we have nothing more
to discuss which is disappointing because we did want to reach some kind of agreement

We wrote you previously. We examined your financial statements.
HIDE 4daysago v

Do not waste our time. We are starting to create your profile on our web site and upload private
data on it. We could not wait forever.
HIDE d4daysage v

Your data uploaded and ready to be published:
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https://www.nbcnews.com/tech/security/parents-end-chain-ransomware-hit-rcna646

