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IBM Ponemon, Global Cost of Data Breach Study 2020
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Attacks on the 
Hospitality 

Industry (2020)
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2020 Trustwave Global Security Report | Trustwave

Corporate/ 
Internal 

Networks
64%

E-
Commerce

18%

POS
18%

Hospitality Industry 
Environments Compromised

https://www.trustwave.com/en-us/resources/library/documents/2020-trustwave-global-security-report/#:~:text=The%202020%20Trustwave%20Global%20Security%20Report%20is%20a,phenomena%2C%20trends%20and%20statistics%20that%20are%20shaping%20cybersecurity.


Sources of 
Compromise
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2020 Trustwave Global Security Report | Trustwave

https://www.trustwave.com/en-us/resources/library/documents/2020-trustwave-global-security-report/#:~:text=The%202020%20Trustwave%20Global%20Security%20Report%20is%20a,phenomena%2C%20trends%20and%20statistics%20that%20are%20shaping%20cybersecurity.


RANSOMWARE
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By the numbers 
(Q1 2021)
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Institute for Security and Technology (IST) » Ransomware Task Force (RTF)

https://securityandtechnology.org/ransomwaretaskforce/


◼ Ransomware

◼ A cyber attack whereby a victim’s data is encrypted and/or stolen with the intent of holding said 

data hostage for financial or other blackmail purposes

◼ Short-term for the ransomware encryptor software

◼ Ransomware Encryptor – the software used to encrypt/decrypt and/or extract data from a 

victim

◼ Ransomware as a Service (RaaS) – the business service of ransomware whereby different 

groups are responsible for different components of a ransomware attack thereby significantly 

reducing the barrier to entry for criminals

Terms
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What is a 
Ransomware Attack?
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1) Files are encrypted 

and held for ransom

2) Backups are deleted



1) Files are encrypted 

and held for ransom

2) Backups are deleted

3) Files are exfiltrated 

and held hostage
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Ransomware Payments Decline in Q4 2020 (coveware.com)

The Marriage of Data Exfiltration and Ransomware (coveware.com)

Ransomware Gangs Now Outing Victim Businesses That Don’t Pay Up – Krebs on Security

What is a 
Ransomware Attack?
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https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020
https://www.coveware.com/blog/marriage-ransomware-data-breach
https://krebsonsecurity.com/2019/12/ransomware-gangs-now-outing-victim-businesses-that-dont-pay-up/


If you get Attacked… 

Direct Costs

Direct Cost
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2013 - ~$1K to decrypt
2015 - ~$20K
2021- $100K to $10M

Ransomware Payments Decline in Q4 2020 (coveware.com)

Ransomware Attack Vectors shift as New Software Vulnerability Exploits Abound (coveware.com)

https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020
https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound


If you get Attacked…

Indirect Costs
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Q4 2020 – 21 days average 
downtime

Ransomware Amounts Rise Threefold (coveware.com)

Ransomware Payments Decline in Q4 2020 (coveware.com)

https://www.coveware.com/blog/2019/7/15/ransomware-amounts-rise-3x-in-q2-as-ryuk-amp-sodinokibi-spread
https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020


If you get Attacked…

Long Term 
Considerations
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• If the attacker gained access to encrypt, you should 

assume:

– They have access to the data on the encrypted machines 

and have stored an external copy (exfilled)

– They have left additional backdoors to re-access your 

systems at will

• If the attacker has copied your data, you should assume:

– They will continue to have a copy of the data (even if they 

state you will delete the data) and are able to blackmail 

you for the data any time in the future 



Ransomware as a Service
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The Developer

Develops and licenses the malware 

for fixed fee/share of payment

The Affiliate

Executes the attack, collects the ransom, 

exploits the victim, brokers the funds

Human-operated ransomware | Microsoft Docs

Institute for Security and Technology (IST) » Ransomware Task Force (RTF)

https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware
https://securityandtechnology.org/ransomwaretaskforce/
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MITRE ATT&CK®

https://attack.mitre.org/


REvil, Software S0496 | MITRE ATT&CK®

https://attack.mitre.org/software/S0496/


Human-operated ransomware | Microsoft Docs

https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware


DEFENSE 
IN DEPTH



Human-operated ransomware | Microsoft Docs

https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware


Phishing Attacks
• Be wary of emails from external addresses (Gmail.com, 

Aol.com, RR.Com, Lycos.com, etc)

• Email Defenses:

– Lock down inbound traffic – particularly with 

attachments (.vbs, .js, .cpl, .chm, .lnk, etc)

– Block/flag Macros from executing

– Ensure anti-spoofing technologies deployed

– Educate your employees!
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2020 Trustwave Global Security Report



Be Wary of Links

Have a Defense 
Mindset

• Emails from “management” on policies (e.g., with pdfs 

containing malware, links, or files with macros)

• Photos of complaint evidence (with a link or embedded 

malware)

• “Please can I use the computer, I lost my passport and phone…”
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http://www.ThisAppearsToBeGood.com/

This appears to be a good site

http://www.butreallyitisbad.com/
http://www.butreallyitisbad.com/


Protect your 
Accounts

• Use multi-factor authentication on all accounts–

particularly administrators

• NEVER share accounts

• Apply least-privilege policy to all accounts
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Take the Advice of Ransomware Actors: Prevent Escalation and Lateral Movement (coveware.com)

“Coveware has NEVER seen a ransomware attack, where domain administrator
credentials were compromised after multifactor authentication (mobile, not token
based) was overcome. 100% of ransomware attack victims LACK true multi factor
authentication for the domain administration accounts.”

https://www.coveware.com/blog/2021/6/24/what-we-can-learn-from-ransomware-actor-security-reports
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Human-operated ransomware | Microsoft Docs

https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware




Cyber Hygiene • Patch operating system and software

• Ensure security features are active and up-to-date

– Antivirus or better

– Secure network access 

• Wifi WPA3 encryption

• MAC Address White-Listing

• Lock down unnecessary comms including 

disabling/securing:

– Remote Desktop Protocol (RDP)

– Internal Server Message Block (SMB) v1/v2

– Block all external SMB
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Top email malware exploits in 2019 (Trustwave, 2020)

CISA MS-ISAC Ransomware Guide

Good Security Habits | CISA

Securing Wireless Networks | CISA

https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C_.pdf
https://us-cert.cisa.gov/ncas/tips/ST04-003
https://us-cert.cisa.gov/ncas/tips/ST05-003


Human-operated ransomware | Microsoft Docs

https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware


Prevent Lateral 
movement and 

privilege escalation 

• Minimize administrator access to devices

• Minimize number of administrators

• Disable command-line and scripting from systems

• Secure domain controllers

• Segment your network logically and physically

30

Guest Network
Management 

Network

POS

Guest Relations 
Systems

Hotel Security 
(Doors, Cameras)

Internal Only Externally Accessible



FY21 Microsoft Digital Defense Report

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWMFIi


Human-operated ransomware | Microsoft Docs

https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware


Recovery

• Secure Backups

– MFA for any backup modification/deletion

– Offline but accessible

– Immutable storage if possible

• Ensure you have a strong backup recovery plan

– Ensure the backup recovery key is not on the 
network

– How long will it take you to access and recover if 
needed?
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Take the Advice of Ransomware Actors: Prevent Escalation and Lateral Movement 

(coveware.com)

Note from a non-affiliated Ransomware 
Attacker

https://www.coveware.com/blog/2021/6/24/what-we-can-learn-from-ransomware-actor-security-reports


SOME GOOD 
NEWS

Aug 2021 - Ragnarok, Ziggy, Avaddon, SynAck, Fonix

All released their decryption tools and neutralized their attacks

Russia excluded from 30-country meeting to fight ransomware 

and cyber crime | Reuters

https://www.reuters.com/world/russia-excluded-30-country-meeting-fight-ransomware-cyber-crime-2021-10-13/


Summary

• Ransomware is and will continue to be a major 

threat to the world

• The attacks are becoming more sophisticated, 

but so are the defenses

• Proactive defense is significantly more cost-

effective than extortion



Additional 
References

• FY21 Microsoft Digital Defense Report

• 2020 Trustwave Global Security Report

• Use passwordless authentication to improve security -

Microsoft Security

• 2021-06-09-HRG-Testimony Carmakal.pdf (house.gov)

• Uncensored Interview with REvil / Sodinokibi

Ransomware Operators — Cyble

• Latest Ransomware News and Trends (coveware.com)

• Parents were at the end of their chain — then 

ransomware hit (nbcnews.com)
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https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWMFIi
https://www.microsoft.com/en-us/security/business/identity-access-management/passwordless-authentication/?ef_id=31051eaa78ae1a98baa47fc65215bcc2:G:s&OCID=AID2200938_SEM_31051eaa78ae1a98baa47fc65215bcc2:G:s&msclkid=31051eaa78ae1a98baa47fc65215bcc2
https://homeland.house.gov/imo/media/doc/2021-06-09-HRG-Testimony%20Carmakal.pdf
https://blog.cyble.com/2021/07/03/uncensored-interview-with-revil-sodinokibi-ransomware-operators/
https://www.coveware.com/ransomware-blog
https://www.nbcnews.com/tech/security/parents-end-chain-ransomware-hit-rcna646


TO PAY OR NOT 
TO PAY?



Considerations 
on whether to 

pay?

• How quickly can you recover your systems and data on 

your own?

• How reliable is the threat actor?

• Did the threat actor steal data before they deployed 

their encryptors?  How sensitive is the data that they 

stole?

• Does the threat actor still have active access to your 

network?

• Will cybersecurity insurance cover the claim?

• Is the threat actor sanctioned by the US Department of 

Treasury?

39Charles Carmakal, SVP & CTO, Fireye/Mandiant

Congressional Testimony July 20, 2021

2021-06-09-HRG-Testimony Carmakal.pdf (house.gov)

https://homeland.house.gov/imo/media/doc/2021-06-09-HRG-Testimony%20Carmakal.pdf


What happens if 
you pay?

• Many times, but not always:

– Threat actors usually deploy multiple backdoors within 

victim environment

– Many threat actors provide working decryption tools when 

they are paid

– Many threat actors do not publish stolen data when they 

are paid

– Many threat actors don’t recompromise entities that paid 

them

• BUT… you MUST assume they have continued access to 

your environment and that they retained the data they 

stole…

40Charles Carmakal, SVP & CTO, Fireye/Mandiant

Congressional Testimony July 20, 2021

2021-06-09-HRG-Testimony Carmakal.pdf (house.gov)

https://homeland.house.gov/imo/media/doc/2021-06-09-HRG-Testimony%20Carmakal.pdf


Overview • Cybersecurity Landscape - 2021

• Ransomware in-depth

– Purpose

– Actors

– How an attack occurs

• How to protect your business
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Cyber-Readiness and Ransomware - Risk Management, Preparation, and Critical Actions for Disruption in the lodging 
industry: Learn about the cyber and ransomware threats relevant to your hotel or resort and how to be ready if your 
hotel is breached. Learn the latest insights about the importance of assessing risk from ransomware and cyber-
attacks, how to be ready if your business is disrupted, and how cyber security readiness touches everyone.
• Trends in the cyber security environment and how this impacts the commercial marketplace particularly focusing 

on Ransomware
• What is the broader definition of Cyber and Ransomware?
• Learn about the importance of assessing risk at your hotel from ransomware and cyber-attacks, how to be ready if 

your business is disrupted, and how cyber – ransomware security readiness touches everyone and the steps to 
create your own hotel Cyber-Ransomware Readiness plan.

• Learn about best practices for securing your hotel and your customers and get resources



Chat between 
Ransomware 

Attackers and a 
School District
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Parents were at the end of their chain — then ransomware hit (nbcnews.com)

https://www.nbcnews.com/tech/security/parents-end-chain-ransomware-hit-rcna646

