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Cyber • “of, relating to, or involving computers 

or computer networks (such as the 

Internet)” – Merriam Webster
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Electronic Key 
Systems

Master key for Assa Abloy locks (2018)

– Patched with Feb 2018 Update
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Onity door locks (2012)



Hotel Cyber 
Incidents

• 2018 – Huaza Hotels Group, Ltd

– 130 million hotel chain guests records

• 2017 - Sabre Hospitality Solutions’ 
SynXis hotel-reservations system

– Four Seasons, Trump Hotels, Hard Rock 
Hotels & Casinos, and Loews Hotels

– Payment data over 7+ months

• 2015 – Hilton Worldwide, Hyatt, 
Mandarin, Starwood Hotels and Resorts

– Payment data for 250 hotels

• 2008 – Wyndham 

– 3 independent hacks on guest records

– 619,000 accounts stolen

– $10.6M of fraud loss
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Cyber Security:
Hospitality 

Industry

“Hotel chains are often behind the 

cybersecurity curve, making them more 

vulnerable to attacks.“

- Shlomo Touboul, CEO of Tel Aviv-based Illustive Networks 

(stylized illusive networks)

• Electronic Key Systems

• Wi-Fi networks

• Data sharing networks 

with third parties

• Point of Sale (POS) 6

• Corporate/internal 

network breach

• Property 

Management

Trustwave 2018 Global Security Report



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

2017
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Data 
Compromise 
by Industry
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Per Capita Cost of Data Breach

11PonemonInstitute, 2018, https://www.ibm.com/security/data-breach



Top Methods of Compromise
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Phishing & 
Social 

Engineering

• Emails from “management” on policies 

(with pdfs containing malware)

• Photos of complaint evidence (with 

embedded malware)

• “Please can I use the computer, I lost my 

passport and phone…”

• “I locked my key in my room”
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Ransomware • $133,000: average amount lost in 

recovery costs following ransomware 

incident

-Sophos “The State of Endpoint Security Today,” 2018
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Information 
Technology 

Attacks
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IT environments 
compromised by 
industry

E-Commerce
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Liability

“The FTC did not ‘allege that Wyndham used weak firewalls, IP address 

restrictions, [or] encryption software. Rather, it allege[d] that Wyndham 

failed to use any firewall at critical network points, did not restrict specific IP 

addresses at all, [and] did not use any encryption for certain customer files.’ 

Furthermore, the company was not hacked just once, but three times, and 

the second and third hacks occurred after Wyndham had knowledge of the 

first breach.”
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Harvard Law Review, FTC vs Wyndham Worldwide



Risk-Cost 
Tradeoffs

• Ability to function without the system?

• Cost to rebuild/redeploy the system?

• Impact to your business if customer 

data is stolen?

– Customer trust is lost?
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Bohme, Rainer, Security Metrics and Security 
Investment Models, 2010



Mitigations:
Technology

• Leverage best practice network design

– Strong Next-Gen Firewall (NGFW)

– Web application firewalls

– Intel based Intrusion Protection Service

• Ensure security devices are well-

configured

• Patch everything often!

• Segment customer internet from 

business services

• Strong passwords for accessible 

business systems

• Backup your systems
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Mitigations:
People

• Train for a defensive mindset

• Business Continuity

– Run a disaster exercise

– Test backup/restoral plan
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AF Cyber Innovation Center
Bringing the Future Faster
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Topics
• Everyone, including all businesses, must be prepared for 

a wide range of increasing and sophisticated cyber 

threats. Cyber-readiness is no longer just a government 

or IT department responsibility. The implications of global 

cyber risks to national, regional, and local infrastructure 

(electricity, water, emergency services), and other 

services such as banking, credit card processing, and 

digital communications require that every hotel have its 

own Cyber Readiness plan and team.

• Attendees will learn:

– The U.S. Airforce Academy Center of Innovation (COI) and WHY its focus 

on Cyber

– Cyber has expanded beyond hacking. How does this impact the 

commercial marketplace?

– The evolution of Data Security? How data manipulates? How is data 

(customers’ data) protected? What are the Cyber considerations 

between Data Storage vs Operations?

– What is the broader definition of Cyber?

– How is the DOD partnering with Commercial Industry?
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